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Businesses have a vital role to play in managing personal and sensitive
information that they have access to; they are the key to controlling the invasive
crime of identity theft.

The following areas should be considered with regards your business’ information
handling security:

Information acquisition - Do you need the information that you gather? Are you
acquiring it in a safe manner?

Storage - What computer security measures have you placed around the systems
storing personal data? Is the data considered highly classified with limited access? Do you
keep all personal data (paper files) about employees and customers in locked cabinets?

Access - Who has access? Is personal identifying information available only to limited
staff? Is your database access audited or password controlled?

Disposal - What is in your garbage bin? Is it a treasure chest for thieves? Are
electronic/paper documents and databases containing personal information rendered
unreadable prior to disposal?

Distribution - Are staff trained in the proper procedures regarding information
disclosure? Do you publicly display, use or exchange personal information in your
workplace? This includes employee or membership cards, timecards, work schedules,
licenses or permits and computer access codes.

Staff - Do you conduct regular background checks on ALL employees with access to
personal identifying information? Such as cleaners, temp workers and computer or hotline
service technicians. Are staff trained in your security procedures, do they know how to
securely gather and store personal information. Do they know what information can be
sent by fax, e-mail or released over the phone?

Environment - Do you provide a secure environment for your employees? Are their
personal belongings hidden from public view and in a safe place?

Important Note: This fact sheet gives information of a general nature and is not intended to be relied
on by readers as advice in any particular matter. We suggest that you consult your financial planner
on how this information may apply to your own circumstances.
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